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1.03 Records & Information Management Policy & Procedure
[bookmark: _Toc119403877]Purpose and Scope
This policy and procedure will provide workers with the relevant information on the development and continued maintenance of documentation and records, as well as ensuring to clarify the responsibilities of the workers. This information will apply to all workers, Managers, and documents that relate to the company; ensuring it meets all relevant legislation, regulations, and standards.
The objective of this policy and procedure is to ensure that all the information provided to Amwrelle Cleaning & Home Care Services workers is accurate, reliable, and functional, providing clear evidence of decisions and transactions that promote business operations and formulate policies and methods. The goal is to ensure Amwrelle Cleaning & Home Care Services meets the requirements and expectations of the community.
Information and documentation created for Amwrelle Cleaning & Home Care Services’ records and information designed or developed in all formats, including:
· Paper documents
· Emails
· Text signals
· Audio image equipment
· Business system data
All systems used to generate, maintain and store information and records, including:
· Participant and economic administration systems
· Email correspondence
· Websites
· Social media
· Databases
This extends to all workers and meets relevant laws, regulations and standards.
[bookmark: _Toc119403878]Definitions
	Information Management
	Collection and management of information from one or more sources.

	Information
	Facts provided or learned by something or someone.

	Records Management
	A method for monitoring the production, collection, maintenance, use and storage of documents; this includes procedures for how the Amwrelle Cleaning & Home Care Services conducts their record-keeping, as well as business details and transactions.

	Retention and Disposal Schedules
	This is the recordkeeping produced and maintained by Amwrelle Cleaning & Home Care Services, as well as ensuring proper means for discarding the record appropriately.

	Record
	A record is a thing consisting of evidence about the past; it is an account kept in writing or another permanent form. 


[bookmark: _Toc119403879]Policy
A well-maintained records management system supports the provision of quality services to participants. Amwrelle Cleaning & Home Care Services is committed to the development and maintenance of data and record management methods that satisfy the needs of the company, legislative requirements, and compliance standards.
Amwrelle Cleaning & Home Care Services information and records are resources that are vital for ongoing procedures and valuable evidence of business choices, operations, and transactions. For Amwrelle Cleaning & Home Care Services to efficiently develop and maintain its business, data creation and maintenance must follow all phases of the data life cycle.  The cycle begins with the creation of the record, which is the initial development. The process then continues into storing and using; this involves the appropriate storage methods being followed, as well as the correct means of use, including confidentiality and security. The next stage of the cycle is archiving; this is when inactive documents are stored for their required time before the final stage of the cycle is implemented. The final stage is the disposing of records and destroying correctly archived documents.
[bookmark: _Toc119403880]Procedure
Amwrelle Cleaning & Home Care Services utilises and implements the Records and Information Policy and Procedure to ensure all vital documentation and resources are stored and achieved in a safe and effective manner. At the beginning of employment, all workers are expected to undertake an induction, providing them with information in confidentiality, privacy and information management; this is underlined in Amwrelle Cleaning & Home Care Services’ Human Resources Policy and Procedure. Workers are then continuously reviewed regarding their knowledge and process of implementing data protection. The reviews are regular, and workers will be required to do further training if needed.
Any work-related data must remain in the Amwrelle Cleaning & Home Care Services unless permission is granted by the Owner/Director. Any data generated by Amwrelle Cleaning & Home Care Services workers during their employment, or obtained by workers from information development by Amwrelle Cleaning & Home Care Services, is the property of Amwrelle Cleaning & Home Care Services, including but not limited to:
· Equipment-based
· Paper
· Electronic
· Or any other format
[bookmark: _Toc119403881]Freedom of Information
Amwrelle Cleaning & Home Care Services utilises an Access to Information Request Form to allow any person wishing to access information, understand the Rights and Responsibilities behind the requirement. The Owner/Director of Amwrelle Cleaning & Home Care Services is responsible for receiving this form and following through with approval. Amwrelle Cleaning & Home Care Services understands that they may be required to provide personal documentation, information or records to personnel requesting it. These persons may include:
· Participants themselves
· Government authorities/agencies
· Participants representatives
· Participants families or carers
[bookmark: _Toc119403882]Hard Copy Records
It is important that hard copy documents are:
· kept safe, maintained, and inspected regularly.
· kept free of water, mould, and dampness.
· kept away from the immediate risks of sun, heat, and fire.
Restrictions are implemented to decrease the chances of theft, misuse, or loss of records.
Private information belonging to the Amwrelle Cleaning & Home Care Services is required to be stored in a locked compartment. Keys used for lockboxes must also be locked away and only be accessed by authorised workers when necessary. In the case that confidential records need to be moved from Amwrelle Cleaning & Home Care Services premises, it must be placed in a non-transparent lockable item (box, folder, briefcase).
[bookmark: _Toc119403883]Electronic Records
To ensure security all Amwrelle Cleaning & Home Care Services’ business systems and computers will be password-protected and be limited to specific ranked workers. All workers must use different usernames and passwords to ensure control and security of services.
Furthermore, workers are expected to log off/lock unattended computers and ensure the area is clean.
Continuing to ensure the security of records, Amwrelle Cleaning & Home Care Services will utilise protective systems for preserving and maintaining their electronic information, that satisfies relevant legislative and legal obligations.
These systems have backup and disaster response arrangements to ensure further security. Formats that are not suitable for business records include:
· Email folders
· Shared folders
· Personal drives
· External storage devices (USB, hard drive)
Amwrelle Cleaning & Home Care Services utilises and maintains Electronic Records depending on the type of documentation and its presented format. Amwrelle Cleaning & Home Care Services always aims to keep all documentation secure and safe from damage, harm, or misuse. Amwrelle Cleaning & Home Care Services’ chosen information system is Shift Care.
Amwrelle Cleaning & Home Care Services also recognises the need to maintain a strong and secure Financial Management system. Amwrelle Cleaning & Home Care Services’ Financial System is XERO.
[bookmark: _Toc119403884]Development of Records
Personnel will document verbal meetings and seminars aligned with participants endorsing their company strategy. It requires guidelines to be observed, including follow-up to address the issues and provide input and responses. All Amwrelle Cleaning & Home Care Services’ workers are required to produce written reports of all business operations and decisions, including the communication and support of participants in the NDIS.
Records must be created in an appropriate format that meets the best record-keeping procedure for the information documented. If forms are required to be created, Workers should observe if any similar forms have been required before requesting assistance from a manager or the Owner/CEO/Director. Record development must include all the necessary details and must be accurate, fact-based, and rational. Hard copy files should only be drawn up when necessary. Records should be created and stored digitally, wherever possible. This allows the minimisation of theft, damage, misuse etc. Where documents and file notes occur, consideration should be given ensuring to avoid replicating the same data. Data that is not connected with Amwrelle Cleaning & Home Care Services’ activities and decisions should not be recorded.
[bookmark: _Toc119403885]Management of Records 
For guidance on which system information should be placed on, workers can contact the Operations Manager. All documents must be stored securely and in the appropriate categories. If information is received in a digital format, then this format should be maintained. Digital documents should not be converted to a different digital format; it is essential to keep their original format.
Inactive documents are records that are not widely used or utilised for current business operations; they may need to be archived or reviewed. If they have already been archived for a specific length of time, they must be disposed of appropriately. Recognition of whether documentation needs to be archived or disposed of is the responsibility of the Owner/Director.
Archiving Electronic Records: If electronic records are not contained in an information management system, the data must be maintained for internal or external access on a secure platform. Care must be taken when upgrading applications to ensure that all file formats and record-keeping equipment remain accessible as long as the document is needed to be preserved. Using archive facilities in the electronic information management systems of Amwrelle Cleaning & Home Care Services, electronic records will be archived.
Archiving Hard-copy Records: To ensure all records are kept in their retention period for the correct amount of time, they must not be moved from their area until their retention time is up.
When archiving documents all extra materials, such as plastic sleeves, rubber bands, etc., must be removed from the document before being archived. All inactive documents must remain together in an archive cabinet.
Every archived cabinet is required to:
· be numbered and stored in a safe place.
· have a list of the contents attach to it.
· be stored in a locked, secure room kept from any damaging situations (e.g., moisture, fire, pests, etc.)
Amwrelle Cleaning & Home Care Services’ method of destroying Hard Copy documents is by shredding.
Amwrelle Cleaning & Home Care Services will contact an external company such as an IT Technician to remove or destroy any electronic files, from electronic devices.
[bookmark: _Toc119403886]Using Records
As described in the Privacy and Confidentiality Policy and Procedure, personnel shall only access records required to perform their duties. Workers need to secure and lock unattended computers to protect documentation.
In Connection to Amwrelle Cleaning & Home Care Services’ information management systems must be accepted by the Owner/Director. Access to information systems will be evaluated periodically by the Owner/Director and may be modified, withdrawn, and dismissed if the position of any worker changes.
The Owner/Director performs annual physical and electronic access audits to ensure Amwrelle Cleaning & Home Care Services safely and securely stores participants and company records. Amwrelle Cleaning & Home Care Services checks the workers use of documentation on a frequent basis and conducts file audits to verify that documents are reliable, complete, and guidelines are abided by.
Should any passwords be known by any unauthorised worker or a left employee Amwrelle Cleaning & Home Care Services, the Owner/Director will ensure all passwords including computers, alarm codes or coded locks are changed.
[bookmark: _Toc119403887]Archiving Requirements
Records considered to be public shall be kept for the times stated in the:
	VICTORIA:
	Relevant Retention and Disposal Authority (Public Record Office Victoria)
https://prov.vic.gov.au/recordkeeping-government/how-long-should-records-be-kept/retention-and-disposal-authorities-rdas 



Businesses are required to establish and maintain documents for each worker from the time of initial hiring for an ongoing seven years. 
In most instances, the documents of the Amwrelle Cleaning & Home Care Services are not for public access, as they contain private data subject to State and Federal Privacy Law.
Documents must be retained for at least seven years from the date of creation if relating to NDIS operations.
Amwrelle Cleaning & Home Care Services is required to keep records for up to five years, from the date of creation for The Australian Taxation Office (ATO).
Businesses must maintain documents from the time they were established for up to seven years for the Australian Securities Investment Commission (ASIC).
[bookmark: _Toc119403888]Supporting Documents
Documents relevant to this policy and procedure include:
· Privacy and Confidentiality Policy and Procedure
· Governance - Internal Audit Schedule
[bookmark: _Toc119403889]Policy Review
Amwrelle Cleaning & Home Care Services may make changes to this policy and procedures from time to time to improve the effectiveness of its operation.  Generally, this entire policy will be reviewed in consultation with people using the service, their families and carers and workers every year.
All activities related to service planning, delivery, and evaluation will include workers, participants, and other stakeholders, and their feedback.
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